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Introduction
Since the early 1970s,the University of Manchester has been
running networked services of one sort or another to large, diverse
user populations which has meant security issues have had to be
taken seriously. In recent years, there has been a greater emphasis
on electronic data provided by external suppliers such as the UK
government or commercial suppliers where concerns over 'data
leakage' need to be addressed before the data can be made
available online. This is particularly related to MIDAS (Manchester
Information Datasets and Associated Services) a national datasets
(ISSC) of
service funded by the Information S e ~ c eSubcommittee
s
the Joint Information Systems Committee (JISC)of the Higher
Education Funding Councils. This service is funded to be free at
the point of delivery for UK higher education users, and is used for
both research and teaching purposes. Concern over data leakage is
also related to the SuperJournal Project which is a research project
focusing on what factors make electronic journals successful. Some
20 publishers are contributing copy of their current journals in
electronic form to the project. This project is funded under the
Electronic Libraries (eLib)programme of JISC. Both the MIDAS
service and the SuperJournalproject are run on a Cray (now Sun)
Superserver CS6100 which runs the Solaris 2.5 operating system,
Sun's version of UNIX.
This paper examines some of the security issues in delivering
these types of services, and attempts to separate out those which
are of a general nature (such as good housekeeping), and those
which result from increased delivery of services over the Internet
in general and the World Wide Web (WWW) in particular. Much
concern and hype surrounds the Internet and, in the context of this
paper, the security of networked data. It is easy to get overexcited
about potential security breaches, and it is argued that sensible risk
assessment should be performed prior to the deployment of
technology. The various security mechanisms adopted by
Manchester Computing in delivering its external services are
described, as are those being implemented for delivery of
electronic journals by the SuperJournal project.
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Security issues

Authentication

This section describes some of the issues
relating to the security of networked data. It
asks a number of questions, but does not
attempt to answer them. Answers are retained
for subsequent sections of the paper.

A weak point in the scenario described above is
the link between the user-id / password and the
user, particularly where services are free at the
point of delivery. What is to stop a user giving
his or her user-id and password to a friend?
How does the system know that the user-id /
password are being used only by the registered
user? The answer is that it does not.
As an analogy, we can look at other similar
schemes in common use. It could be argued that
the link is much stronger in areas where money
is changing hands, for example with credit /
debit cards issued by banks or telephone cards.
These operate very much on the principle that 'I
keep my PIN (personal identification number)
number secret otherwise it will cost me money',
and that retains the strong link between the
user-id/password and the user. In practice,
however, the banking computer system or the
telephone computer system does not have any
clearer idea that it is actually the real person
using the card with the PIN number.
A further issue is related to the user-id and
password being transmitted as plain text over
the network, making it prone to capture by
password capturing software. Such software can
reside on a personal computer from where it can
analyse packets of network traffic on the Local
A m Network (LAN), looking for user-ids and
passwords with a view to making fraudulent
use of that information.

Security scenario
One of the major issues regarding security is
how to protect the data (whether it be electronic
journal type data or results of surveys such as
the 1991 Census 4 Population) from unauthorised
access. In general, this is done by registering
individual users for access to specific data, and
giving them a UNIX user-id and password. The
user-id and password are therefore used as a
form of identification, and the paper will return
to the issues raised by this.
The current method operated at Manchester
Computing is to add the user-id to a UNIX
group which contains the specific data, and only
permit 'group access'; users contained within
the group may therefore access the data, and
users not in the group may not. This works well
but is not a particularly elegant method and it
suffers from limitations on the number of
groups a user may belong to at any one time;
thus a 'work-round' for this has had to be
invented. With Solaris 2.5, 'access control lists'
have just become available. These allow the
access rights to particular data to be granted to
specific user-ids, and the service will be
utilising this feature over the coming months.

UNIX
The question is often asked "but aren't UNIX
systems insecure?". It can be argued that no
system is secure, but that some systems are
more secure than others. For example, banks get
robbed, but are relatively secure; defence secrets
leak out from secure establishments; is your
home secure?. The answer to the original issue
is that UNIX systems can be made as secure as
need be, and this is generally resolved by good
housekeeping on the part of a skilled systems
administrator, among others. Some bad
practices leave the systems wide open to attack,
but many can be avoided.

Data transmission across the network (Integrity)
As with the user-id and password, in principle
it is possible to observe packets of data 'on the
fly' from the LAN. These could either be used
for their information content or have their
information content changed and then the data
is transmitted to its intended end destination.

Risk Assessment
The foregoing seems to give the impression that
there are really serious security problems with
university networks. However, it would be
useful at this point to examine other situations
which are considered to be safe before looking
at technologies which will help to overcome
these problems. I contend that there is no such
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thing as a 100% secure system; there are always
ways to get in. All we are doing is to
progressively improve the security to make it
more difficult for the criminal, and generally
this has a cost and reduces the convenience for
the bona fide user.
Let us take a look at a house as an example.
Supposing this house contained nothing of any
value then it would be practical and also
extremely convenient to have external doors
with no locks. However, unless this house were
in a very safe area, if it contained the average
furnishings and possessions, it would be wise to
have locks on the doors and use them. This has
a cost implication in that locks have to be
bought and installed, as well as being
considerably less convenient. One has to carry
keys, use them on entry and remember to use
them on exit.
If we look at the other extreme, then one can
install barbed wire fences, security cameras
linked to monitoring stations and burglar
alarms. Each has an installation cost as well as
reducing convenience (a running cost). In
practice we each make an assessment of the
likely risk against the value of what we are
trying to protect, rather than purchasing
technology for its own sake. I believe this is an
important point to bear in mind when we
consider the security of networked data. There
is a tension between the value of the data we are
trying to protect and the price we are prepared
to pay both in terms of installation and
operation of the security mechanisms and the
convenience of use.

Technologies for security
Technologies available for improving the
security of networked data proliferate and the
topic is so large that only the briefest overview
of some of the relevant technologies can be
covered in this paper. Financial institutions, for
example, are developing methods for the secure
transmission of money, credit card numbers,
PIN numbers, etc. a m s s the network. More
pertinent to the services operated by
Manchester Computing, a useful report by
Young, Kirstein and Ibbetsonl deals principally
with technologies for authentication. Many of
these technologies have wider application than
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academic computing services. There is also an
assemblage of Frequently Asked Questions
(FA@) dealing with a number of security
issues2.
Returning to the issue of authentication, the
user-id and password referred to above is a
simple form of authentication. It relies on a
shared secret between the user and the service
provider, but as already noted, it is transmitted
across the network as plain text. Security could
be improved by encrypting the user-id and
password which then makes them useless to
password capturing programs. Various
techniques for encrypting data exist, some based
upon a shared secret, and others based upon
private and public keys. In the case of the latter,
one key is used to encrypt the data and the other
to decrypt the data making it extremely secure
indeed. There is currently a degree of concern
over the transmission of data which is heavily
encrypted over the networks and different
countries take different views.
Encryption of data as it is sent over the
network would also improve the security of the
actual data. To be absolutely sure that the data
received is the same as that sent, it should not
only be encrypted but also contain an electronic
signature based upon the content of the actual
data. This allows the electronic signature to be
regenerated at the receiving end from the actual
received data and compared to that sent with
the data. If they agree then the original data is
intact.
Rrewalls are another tool in the armoury
against the hacker. These are effectively
network filters which limit the accessibility of
networked data. They can operate in one
direction only or can be bidirectional. As an
example, the UK higher education sector has
Internet names ending in 'acuk'. By restricting
access to a particular part of the network to that
domain only, resources on that part of the
network are only available to machines
registered within that domain. Even this
method, however, does not establish who is
using the machine registered in that domain.

Manchester Computing solutions
Most of the services run by Manchester
Computing which need security (not the
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publicly available WWW pages) require the
user to log on to the system with a user-id and
password. However, given the ubiquitous
nature of the WWW, there has m n t l y been a
move to deliver more services through Web.
There is constant user pressure to make the
services easier to use, but it is necessary for
Computing staff to satisfy the data suppliers
that data leakage is not a problem. This tension
always exists.
In my experience of running academic
computing services, most security breaches
have resulted from bad housekeeping. I have
seen passwords noted down on paper fastened
to the machine, inappropriate passwords such
as peoples surnames, car registrations, and
previous password followed by a number. This
is like having locks on the doors and not using
them. At Manchester Computing we expire
passwords on a regular basis and have criteria
for acceptable passwords (minimum length,
contain a mix of characters, etc.). We e a r l y
check through the password files for 'guessable'
passwords and contact users requesting they
change. Good housekeeping, as in many other
situations is an area which requires education
and reinforcement.
For WWW delivery, we use a pro forma to
request a user-id and password and use a
Common Gateway Interface (CGI) script to
establish the session. Access to the appropriate
dataset is controlled as described previously. At
present, the file used to check the validity of the
user-id/ password combination is separate from
the main UNIX file, but we are exploring ways

to utilise the main UND( file in a secure manner
to improve the conveniene of use without
reducing the security.
The SuperJournal project, which has a
restricted user base, has the concept of an
institution user-id/ password which is used
when a person from that institution first
accesses the project. This must be quoted in
order to gain access, and domain name checking
(a bit like a firewall) is applied to ensure that the
log-in is from that institution. A screen is
presented which enables an e-mail address to be
entered (used like a user-id on future occasions)
and a personally chosen id (used like a
password on future occasions). These are stored
for future use. On subsequent acoesses these are
all that are required and no domain name
checks are applied in order to allow for use offsite, for example, at home.
Whilst we are confident that the Web security
measures are adequate, it is early days yet, and
we will do what everyone should do with their
home security. That is to reassess the value and
the risks in the light of experience, and make
any changes which are necessary.
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